(LIRS S I M N
MICROELECTRONICS & COMPUTER

33% 8
2016 4F 8 H

AL F BEAFAELIE 9 SVDD N B4 AR 5

k22
CLORBMEAS T B A58 TR TR HOM 45001552 M58 280 42 JE T 44 DA 5.0
TR A 45004653 25 FTREKSE B2 [T 348 kPG % 710051)

B OE: AR AR BB PR — A TR TR R (PSO) R L i 304 1 B B4 4 314 (SVDD)
T HEERTRERENGRMN. ZHERAETHEEZHRXFAEREH RO LRSI T K E S %,
3L SVDD MR A AL, 3¢ I 25 N\ AR #EAT R I R S N R AR I 45 R A2 KDD CUP99 8y #7048 I 45 & -
AT E LI 48 RR AL R A0t Gty SVDD A b AR 8E 4% A A3k m ol 2, 7 Bt E 250D,

KR : NN S B ® s i FAH %

hE4SEKE: TP XHERARIRAG: A XEHE: 1000—7180(2016)08—0144—05

Research of Network Intrusion Detection Based on Particle Swarm
Optimization and Support Vector Data Description

WEI Zhen-wei'?, LIU Fei®

(1 Department of Computer Science and Application, Zhengzhou University of Aeronautics, Zhengzhou 450015, China;
2 Collaborative Innovation Center for Aviation Economy Development, Zhengzhou 450046, China;

3 Air-Defense and Anti-Missile Institute, Air Force Engineering University, Xian 710051, China )

Abstract: Concerning the data set of high dimensions in intrusion detection, the new algorithm based on support
vector data description (SVDD) which optimized by particle swarm optimization (PSO) was proposed. In the
improved algorithm, at firstly the particle swarm optimization was used to remove redundant features and reduce the
data dimension in support vector data description. And then, the support vector data description built a super sphere
model to detect the attacks from internet by analyzing the network connection data. Results from the experiments
with the KDD CUP’ 99 network data indicate that the method of PSO-SVDD is better than traditional one class

classifiers algorithm, which can improve the efficiency of intrusion detection and reduce the false detection rate.
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